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Introduction

This document outlines the process that a user will
follow that will allow for the reset of an EOIR eWorld
account password without having to call the EOIR
Service Desk.

The document details the steps required to register for
Self-Service Password Reset as well as the steps required
to reset a forgotten password.

Steps for Registering for
Self-Service Password Reset

1. Atinitial logon, you are prompted to register for
Self-Service Password Reset.

EXECUTIVE OFFICE FOR

IMMIGRATION REVIEW

Additional info required

Your administrator requires you to add additional security
info to help you recover your account.

Sign out and sign in with a different account

More information

2. 'You have the option of registering for Self-
Service Password Reset by providing an email
address or phone number.

don't lose access to your account!

To make sure you can reset your password, we need to collect some info so we can verify who
you are. We won't use this to spam you - just to keep your account more secure. You'll need to
set up at least 1 of the optiens below.

0 Authentication Phone is not configured. Set it up now

0 Authentication Email is not configured. Set it up now
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3. When registering with a phone number, you have
the option to verify the number by phone call or text
message.

File Edit View Favorites Tools Help

LECITIVEL ST ron
IMMIGRATION REVIEW

don't lose access to your account!

Please verify your authentication phone number below.

Authentication phone
United States (+1) [v]
123-456-7890| X

text me call me

4. When registering with an email address, the code is
emailed to you. While there is a message that states,
“Don't use your primary work or school email”, the
message does not apply to EOIR eWorld users.

@ https://account.active.. O ~ @ G & don't lose access to y...

File Edit View Favorites Tools Help

IMMIGRATION REVIEW testuser@gtw.eoir justice.gov

don't lose access to your account!

Please verify your authentication email address below. (Kl RVES T g TyTi T3 Re] s ayloTs]

Authentication Email

mattbrooks08@gmail.com
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5. Once you have received the code, you will
enter it and select the “verify” button. Steps for Resetting your Password
: . 1. Browse to the EOIR eWorld Portal Home Page at
233274 * verify try again
_ https://portal.eoir.justice.gov
2. The EOIR Disclaimer screen opens. Click

Accept to enter the EOIR eWorld Portal Home Page.

6. You will receive confirmation that you have
completed the registration process.

& hitpsy//accountactivedi O ~ @& ¢ & don't lose access to ..,

File Edit View Favorites Tools Help

IMMIGRATION REVIEW testuser@gtw.eoirjustice.gov

don't lose access to your account!

Thanks! We'll use the info below to recover your account if you forget your password. Click

“finish" to close this page 3. When prompted to enter your password, select the
Forgot my password link

Authentication Phone is set to + 1/4NENREES Change

0 Authentication Email is not configured. Set it up now

finish cancel

] https://login.microsoftonline.us/a3bt O ~ @ ¢ | B8 Sign in te your account

File Edit View Favorites Tools Help
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7. After selecting “finish”, you are redirected into the testuser@gtw.eoirustice.gov
EOIR eWorld Portal page where you have access to

the eFiling and elnfo applications. Enter password

‘ Fassword ‘

wn -
@ vt STATES DERPARTMENT oS TICH Back Sign in
VE OFFIGE FOR

EXECUTI IR kot E A s—_ .
IMMIGRATION REVIEW N dd A . Forgot my paSS'.‘.-C-r’d

Login IMPORTANT: You must append
.‘m ‘appiication wil Alkw You 10 VIEW YOUr Curment Cases and appeats @gtw.eoirjustice.gov o youraccount name.

ERTnis apphcation will allow yoa 10 View of adit y
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4. Enter the reCaptcha characters provided for account
recovery and click Next

P Microsoft Online Passwe X

& C 1t & Secure | hitps;//passwordreset.activedirectory.windowsazureus/?... ¥r | @&

7. Provide a new password to complete the process

W% https:// passwordreset activedirectory.windowsaz.. O ~ @ € | /% Microsoft Online Pass..

File Edit View Favorites Tools Help

55 Apps DEV Microsoft FIM Blogging Intellectix Personal Azure Azure API »

Microsoft
Microsoft

Get back into your account
Get back into your account

verification step 1 ¥ > choose a new password

Who : ?
Who are you? “ Enter new password

‘ | ‘ A strong password is required. Strong

To recover your account, begin by entering your user ID and the characters in the picture or audic below.

¥ gin by ay P Password strength passwords are 8 to 16 characters and must

. combine uppercase and lowercase letters,
User ID Confirm new password:

‘ ‘ numbers, and symbols. They cannot contain

your username.

testuser@gtw.eair justice.gov

Example: user@contosoc.onmicresoft.com or user@contoso.com - -
Finish Cancel

L]
() ~
J (54
| BGLYIWIWY] ©2016 Microsoft Corporation
Enter the characters in the picture or the words in the audio. < >

. 8. You receive confirmation that your password has been
. reset

5. Select how you would like the verification code ey
delivered.
Microsoft

Microsoft

Get back into your account Get back into your account

verification step 1 = verification step 2 = choose a new passward o YOUF password has been reset

T Ta sign in with your new password, click here.

6. Enter the verification code that you received

Microsoft ®©2016 Microsoft Corporation

o < >

Get back into your account

veritication step 1 > verification step 2 » choose a new password
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9. You are redirected to a logon page. Enter your new
password and you are redirected into the EOIR
eWorld Portal page where you have access to the
eFiling and elnfo applications.

File Edit View Favorites Tools Help
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testuser@gtw.eoir,justice.gov

Enter password

Passwerd

Forgot my password

IMPORTANT: You must append
@gtw.eoir.justice.gov to your account name.
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